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Check Point Logging 
Properties Installation 
Guide
AppDetective 5.0 includes new functionality that forwards AppDetective Pen Test 
and Audit results to a Check Point® Event Logging Server (SmartCenter ServerTM). 
This guide explains how to enable this functionality in AppDetective, and send events 
to your Check Point SmartCenter Server.

This guide consists of the following topics:

•  Environment

•  Check Point Setup

•  AppDetective Setup

•  Testing AppDetective Integration with Check Point.

Environment You must install or obtain the following:

•  AppDetective 5.0, which includes Opsec_Pull_Cert.exe and 
Opsec_putkey.exe

•  Check Point NGTM .
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Check Point Setup This topic explains how to prepare the Check Point server to receive log events from 
the AppDetective host.

To set up Check Point: 

Step Action

1 The Check Point suite includes a firewall. Subsequently, you must create a:
• firewall policy that accepts AppDetective traffic. The policy should allow the 

traffic between AppDetective node and the Check Point node.
• rule that allows the service FW1_ela (TCP port 18187).
Note: The service FW1_ica_pull (TCP port 18210) is needed to allow the 

opsec_pull_cert in Step 6, below.
After creating the policy, you must install the policy on the Check Point 
SmartDashboard (as shown below).

FIGURE: Check Point SmartDashboard (Security tab)

Result:AppDetective traffic can now reach your Check Point SmartCenter Server.
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2 On the Check Point SmartDashboard, under the Network Objects branch in the left 
pane, right click Nodes > New Nodes > Host.
Note: In this example, the Check Point node is named checkpoint and the 

AppDetective node is g-unit.

FIGURE: Check Point SmartDashboard (Network Objects branch)

Result:The Host Node pop-up displays.

FIGURE: Host node pop-up

3 Do the following:
• In the Name field, enter the hostname where AppDetective is installed.
• Click the Get Address button.
Result:Check Point populates the IP Address field.
• Click the OK button.

Step Action
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4 On the Check Point SmartDashboard, under the Servers and OPSEC 
Applications branch in the left pane, right click OPSEC Applications and choose 
OPSEC Application.

FIGURE: Check Point SmartDashboard (Servers and OPSEC Applications 
branch)

Result:The OPSEC Application Properties pop-up displays.

FIGURE: OPSEC Application Properties pop-up

Step Action
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5 Do the following:
• In the Name field of the OPSEC Application Properties pop-up, enter a name 

for the object (e.g., ela_client2). You will need this in Step 7.
• Use the Host drop-down to select the node where AppDetective is installed (i.e., 

g-unit). 
• In the Client Entities section, check ELA.
• Click the Communications button. 
Result:The Communication pop-up displays.

FIGURE: Communication pop-up

• Enter your activation key in the Activation Key field.
• Confirm your activation key in the Confirm Activation Key field.
• Click the Initialize button.
• Click the Close button.

Step Action
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6 Retrieve a certificate from Check Point’s internal Certificate Authority (CA). 
• On the AppDetective host (e.g., g-unit), open a command prompt window. 

FIGURE: Command prompt window (AppDetective host)

• Change the directory to the Check Point folder under which AppDetective is 
installed. Make sure utility opsec_pull_certificate.exe is there.

• Enter: opsec_pull_cert -h host -n object_name -p password. 

where:

- host is the location where Check Point is installed.
- object_name was created in Step 5. 
- password was created in Step 6.

Result:Communication is established. Check Point is now ready to receive events 
from AppDetective.

Step Action
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AppDetective
Setup

On the AppDetective side, you must enable the sending of events to Check Point after 
a Pen Test or Audit.

To set up AppDetective to send events to Check Point after a Pen Test or Audit: 

Step Action

1 In AppDetective, choose Edit > Properties.
Result:The Properties dialog box displays.

FIGURE: Properties dialog box

2 Check Enable Checkpoint SmartCenter Server logging.

Check 
Point Info
branch
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3 Configure the following parameters:
• Authentication Type. By default, Check Point servers use SSLCA to 

communicate with their objects. However, you can use this drop-down to select 
Clear Text, if necessary. 

Contact Check Point Tech Services for assistance with changing the ELA server 
to accept clear connections.

Note: SIC Name and the P12 key file, explained below, are only needed if you 
select SSLCA.

• Target Server IP Address. Enter the hostname or IP address where the Check 
Point SmartCenter Server is located.

• Target Server Port. By default, a Check Point SmartCenter Server uses port 
18187. 

• Target SIC Name. To locate the target Secure Internal Communication (SIC) 
name (example: cn=cp_mgmt,o=checkpoint.abc.com.48tcd4):
- Under the Network Objects branch (in the left pane of the Check Point 

SmartDashboard), double click the Check Point node to display its 
properties.

- Copy the value in the DN field (Secure Internal Communication portion).
- Paste the value into the Target SIC Name field in the AppDetective 

Properties dialog box.
• Client SIC Name. To locate the target Secure Internal Communication (SIC) 

name:
- Under the Servers and OPSEC Applications branch (in the left pane of the 

Check Point SmartDashboard), double click the node to which AppDetective 
is mapped to display its properties. 

- Copy the value in the DN field (Secure Internal Communication portion).
- Paste the value into the Target SIC Name field in the AppDetective 

Properties dialog box.
• P12 Key File. Specify the location of the .p12 file that was generated when you 

executed the opsec_pull_cert.exe; for more information, see Step 8 in 
Check Point Setup. By default, this file should be located under the directory 
where AppDetective is installed.

4 Click the OK button.
Result:AppDetective PenTest or Audit results are sent to Check Point.

5 On the SmartDashboard:
• Choose Policy > Install.
• Select the Check Point target.
• Click the OK button.
Note: You can use the Check Point SmartView Tracker to view all AppDetective 

event logs.

Step Action
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Testing
AppDetective

Integration with
Check Point

To test AppDetective integration with Check Point: 

Step Action

1 Do the following:
• Create an AppDetective query.
• Right click the Product field.
• On the Product Filter pop up, add Equal to AppDetective. 

FIGURE: Product Filter pop up

2 Save the custom query, by choosing Query > Save As… and entering 
AppDetective.
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