APPLICATION
SECURITY, INC.

Understanding Your Risk to the Zero-Day Privilege Escalation Oracle
JAVA Packages Vulnerability Using Your Free AppDetectivePro
Download




1) Download AppDetectivePro and install it from http://www.appsecinc.com/downloads/.

2) Once installed, launch the application and follow the Create New Session Wizard. Enter the IP
range or hostname for the systems you want to look for Oracle databases. Additionally, enter in
the Port information you wish to discover on. Name the session and run the discovery.
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— Enter the list of IP addresses, ranges, and networks to exclude from the discovery.
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Run the Create New Session Wizard to Discover your Oracle databases

3) After the discovery process is complete, expand the network tree and view all the Oracle
components found. You will see multiple components discovered for Oracle, including the Oracle
Listener and Oracle Database (SID). If you only see the Oracle Listener, you can manually add
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Verify. This will verify if the SID name is correct and found and you can add it. If you choose to
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Add the Oracle database (SID) to Run the Audit


http://www.appsecinc.com/downloads/

4) Rightcl i ck the Oracle Database. Choosei AdK(BUdilt-t wi t héod
i nPol&y. This will prompt you to add the database credentials to run the Audit. Enter the
credentials and run the Audit.
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Run an Audit using the Download i Audit (Built-in) policy

5) Review the results from the Audit. The Audit results from the policy will identify Object privileges
granted to PUBLIC. Look at the details to find if DBMS_JAVA, DBMS_JAVA_TEST, and
DBMS_JVM_EXP_PERMS have been granted EXECUTE privilege.
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me PUBLIC role is a special role thatincludes all users in the database. When an object privilege is granted to the PUBLIC role, the privilege is effective

typically nappropriate. Instead object privleges should be granted to roles defined specifically for the database and the role granted to the users that req

Overview The PUBLIC role is 3 built-in role that includes all users in the database. A database user does not need to be granted the PUBLIC role and the PUBLIC
the PUBLIC role, the privilege is effectively granted to all users in the database.

Instead of granting object privileges to the PUBLIC role, instead define roles specifically for the database and grant the roles to the users that require the

Oracle by default includes many privileges granted to the PUBLIC role. After generating a list of the privileges granted to PUBLIC, you should review each

Details Vulnerability Description | Graphs

Vulnerabilit IF

Details

Risk Leve "
A Medium Objectprivilege granted to PUBLIC 172162017 1521  Oraclel1g Database (ORCL) (Owner=SYS) (Object Neme=DBMS_SNAPSHOT) (Privilege~EXECUTE)
A\Medium Object prvilege granted to PUBLIC ~ 172.16.20.17 1521  Oraclel1g Database (ORCL) (Owner=SYS) (Object Name=DBMS_SNAPSHOT_UTL) (Privilege=EXECUTE)
/A Medium Object privilege granted to PUBLIC 172162017 1521 Oraclel1g Database (ORCL) (Owner=SYS) (Object Name=DBMS_ITRIGGER_UTL) (Privilege=EXECUTE)
@ Medium Object prvilege granted to PUBLIC ~ 17216.20.17 1521  Oraclel1g Database (ORCL) (Owner=SYS) (Object Name~DBMS_JAVA) (PrivilegeEXECUTE) )
Medium Object prvilege granted to PUBLIC 172162017 1521 Oraclel1g Datsbase (ORCL) (Owner=SYS) (Object Neme=DBMS_JAVA TEST) (Privilege=EXECUTE)
A\ Medium Object prvilege granted to PUBLIC 172162017 1521  Oraclel1g Database (ORCL) (Owner=SYS) (Object Name=DBMS_JDM_INTERNAL) (Prvilege=EXECUTE)
A\ Medium Object pmilege granted to PUBLIC ~ 172.16.20.17 1521  Oraclel1g Database (ORCL) (Owner=SYS) (Object Name=DBMS_JOB) (Privilege=EXECUTE)
Medium Obiject privilege granted to PUBLIC 172162017 1521 Oraclel1g Database (ORCL) (Owner=SYS) (Object Name=DBMS JOB$) (Privilege=EXECUTE
2\ Medium Object privilege granted to PUBLIC __ 172.16.20.17 1521 Oraclel1g Database (ORCL) (Owner=SYS) (Object Name=DBMS_JVM_EXP_PERMS) (Privilege~EXE CUTE]
A\ Medium Object privilege granted to PUBLIC 172162017 1521 _ Oraclel1g Database (ORCL) (Owner=SvS) (Object Name=DBMS_LCR) (Prvilege=EXECUTE)
A\ Medium Object prvilege granted to PUBLIC ~ 17216.20.17 1521 Oraclel1g Detabase (ORCL) {Owner=SYS) (Object Nome=DBMS_LDAF) (Privilege=EXECUTE)
8\ Medium Object privilege granted to PUBLIC ~ 17216.20.17 1521  Oraclel1g Database (ORCL) (Owner=SYS) (Object Name=DBMS_LDAP_UTL) (Privilege=EXECUTE)
A\ Medium Object privilege granted to PUBLIC ~ 17216.20.17 1521  Oraclel1g Database (ORCL) (Owner=SYS) (Object Name=DBMS_LOB) (Privilege=EXECUTE)
/A Medium Object privilege granted to PUBLIC ~ 17216.20.17 1521  Oraclel1g Database (ORCL) (Owner=SYS) (Object Name+DBMS_LOBUTIL) (Privilege~EXECUTE)
A Medium Object privilege granted to PUBLIC  172.16.20.17 1521 Oraclel1g Database (ORCL) (Owner=SYS) (Object Name=DBMS_LOBUTIL_INODE_T) (Privilege=EXECUTE)

Review the Audit Results for Object privilege granted to PUBLIC

Port Application




6) Next run a User Rights Review scan against each of the Oracle databases that have been
identified as vulnerable from running the Audit.

EN AppDetectivePro - Session #26 =

Session Run Edit View Help

= =4 # 5] & = 3 ® i
New Open Discover Policy Pen Test Audit  User Rights  Reports Update Schedule Fix
E% Network
-8 17216.2017 (test1 g slab.prv) | Title Risklevel CVERef.#  Description Summary ~ Overview Versions Affected Fix Information References ”

=] ? Oracle11g Listener (1521)

53 Oraclelig D=t - mnris
éa @ 2/8 /g[ Pen Test with Policy - Evaluation - Pen Test (Built-in)

Audit with Policy - Privilege Escalation in Oracle JAVA Packages

on DBMS_JAVA Packages GRANTED to PUBLIC |

Pen Test with. .. »
Audit with. .. » |
Generate Pen Test Reports » ATCH |
Generate Audit Reports »
Purge All Pen Tests SQL statement that will be performed:
Purge All Audits RANTEE, TABLE_NAME, PRIVILEGE FROM SYS.DBA_TAB_PRIVS
vilege = 'EXECUTE’ AND grantee = 'PUBLIC’ AND table_name in
Remave Application A, 'DBMS_JAVA_TEST, 'DBMS_JVM_EXP_PERMS’)

Sum EXECUTE privileges for DBMS_JAVA Packages have been GRANTED to PUBLIC. These packages contain known vulnerabilities
that can be exploited by a low privileged user to take control of the database.

Overview A Privilege Escalation vulnerability has been announced by a security researcher that allows an attacker to take complete control of
an Oracle database system. Three

packages related to CAurorax - Oracle’s JAVA system are vulnerable, all of which are by default accessible to any user in the
database. There is currently no patch

available to correct this issue, however Oracle offers access control features that can easily be configured to eliminate or reduce
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Vulnerability |P Address Apiicalion Details
Q High EXECUTE on DI ANTED to PUBLIC 7 1521 Oraclel1g Database (ORCL) (col1=PUBLIC) [
6 High EXECUTE on DBMS_JAVA Packages GRANTED to PUBLIC 172162017 1521 Oraclel1g Database (ORCL) (col1=PUBLIC] (col2=DBMS_J¥M_EXP_PERMS) (col3=EXECUTE)

€2 High EXECUTE on DBMS_JAVA Packages GRANTED to PUBLIC 172162017 1521 Oraclel1g Database (ORCL) (col1=PUBLIC) (col2=DBMS_JAVA) (col3=EXECUTE)

Run User Rights Review scans on each Oracle database found vulnerable from the Audit

7) For each Oracle database reviewed, run an Object Access User Rights Review report. You will
be prompted to select the Objects you want to report on. Select the following Objects (use CTRL-
click for multiple selection):

e SYS.DBMS_JAVA
e SYS.DBMS_JAVA TEST
SYS.DBMS_JVM_EXP_PERMS

Run an Object Access User Rights Review Report Multi-Select each Object to report on



