
 

 

 

 

 

 

 

 

Understanding Your Risk to the Zero-Day Privilege Escalation Oracle 
JAVA Packages Vulnerability Using Your Free AppDetectivePro 

Download 

 

 
  



1) Download AppDetectivePro and install it from http://www.appsecinc.com/downloads/.  
 

2) Once installed, launch the application and follow the Create New Session Wizard.  Enter the IP 
range or hostname for the systems you want to look for Oracle databases.  Additionally, enter in 
the Port information you wish to discover on.  Name the session and run the discovery. 

 

 
Run the Create New Session Wizard to Discover your Oracle databases 

 
3) After the discovery process is complete, expand the network tree and view all the Oracle 

components found.  You will see multiple components discovered for Oracle, including the Oracle 
Listener and Oracle Database (SID).  If you only see the Oracle Listener, you can manually add 
the database (SID) by right-clicking on the Listener.  You will see the option to óAdd SIDô or 
óDetect SIDs with listener passwordô.  If you choose to óAdd SIDô, enter in the SID name and click 
Verify.  This will verify if the SID name is correct and found and you can add it.  If you choose to 
óDetect SIDs with listener passwordô, you will be prompted to enter a password for the listener to 
find the SID to add. 

 

  
Newly Discovered Oracle components   Add the Oracle database (SID) to Run the Audit 

http://www.appsecinc.com/downloads/


4) Right-click the Oracle Database.  Choose óAudit withéô and select the óDownload ï Audit (Built-
in)ô Policy.  This will prompt you to add the database credentials to run the Audit.  Enter the 
credentials and run the Audit. 

 

 
Run an Audit using the Download ï Audit (Built-in) policy 

 
5) Review the results from the Audit.  The Audit results from the policy will identify Object privileges 

granted to PUBLIC.  Look at the details to find if DBMS_JAVA, DBMS_JAVA_TEST, and 
DBMS_JVM_EXP_PERMS have been granted EXECUTE privilege. 

 

 
Review the Audit Results for Object privilege granted to PUBLIC 

 
  



6) Next run a User Rights Review scan against each of the Oracle databases that have been 
identified as vulnerable from running the Audit. 

 

 
Run User Rights Review scans on each Oracle database found vulnerable from the Audit 

 
7) For each Oracle database reviewed, run an Object Access User Rights Review report.  You will 

be prompted to select the Objects you want to report on.  Select the following Objects (use CTRL-
click for multiple selection): 

 SYS.DBMS_JAVA 

 SYS.DBMS_JAVA_TEST 

 SYS.DBMS_JVM_EXP_PERMS 
 

   
Run an Object Access User Rights Review Report   Multi-Select each Object to report on 
 

  


