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SECURITY, INC.

Understanding Your Risk to the Zero-Day Privilege Escalation Oracle
JAVA Packages Vulnerability Using DbProtect




1) Download the Privilege Escalation in Oracle JAVA Packages audit policy from the following link

and save it to a file directory:

e http://www.appsecinc.com/resources/alerts/oracle/2010-

DBMS JVM EXP_PERMS.shtml

2) Unzip the PrivilegeEscalationOracleJava.zip file.

3) Open the Policy Editor to import the policy. Click on the Import Policy tab and click on the Set
Import File button. Browse to the file directory where you saved the
PrivilegeEscalationOracleJava.abd file. Select this file and click Open. Select the Privilege
Escalation in Oracle JAVA Packages and click on Import. This will import the file and make it

available for use when running an Audit.
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Select the Policy and Import

Browse and Import the .abd file



4) Log into DbProtect and click on the Vulnerability Management tab. Click on the Manage Jobs
tab. You can choose to do several things:

Run a new Discovery job to look for Oracle databases to validate you have an

understanding your entire Oracle environment.

Run a new Audit job and add all Oracle databases into the new job. Select the Privilege

Escalation in Oracle JAVA Packages policy to use for the audit.

Edit an existing Audit job that is used on all your Oracle databases and use the new

Privilege Escalation in Oracle JAVA Packages policy.

Be sure to ‘Enable Auto Report’ for the Vulnerability Details quickly review the results of

the Audit.
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Run an Audit job with the new Privilege Escalation in Oracle JAVA Packages policy to Understand your Risk



5) Review the results of the Vulnerability Details report. The Audit results from the policy will identify
for each Oracle databases scanned if it is vulnerable. The policy will identify if the EXECUTE
privilege on each of the vulnerable JAVA packages is granted to PUBLIC.

Teet Date: 2872008 11:42:68 AM - 22010 11:43:00 AN Vulnerabifity Details
Applioation: Orasie1g Database (ORCL) on 172182017 (tect1g.clab.prv], port 1624

[ ) High Risk Hy Medom Rize ? Low Rk ¥ nematonal ]
Q EXECUTE on DEME_JAVA Packages GRANTED to PUBLIC Conlinued from prvlous pege..

Overview: A Friviiegs Excaiation vurerabiity has be=n annoarced by @ securty ressacher that aliows an
atiacker o take complede controd of an Orade database system. Three

packages relai=d o ‘Auror’ - Dracie's JALA syzbem ane vuinerabie, 8l of which are by defau® accessibie o any
user in the daésbase. Thene bs cumenty mo paich

avalabie bo comect this issue, however Oracle offers access control feasures that can easily be confgured bo
=iminabe or reduce the rsk posed by this

wainerablity.

This atiack reguines EXECUTE privileges on the folowing packages:
- IYS.0SME_JAVA

- BYS.0aME_JAVA_TEET

- SY3.08ME_NL_ENF_FERMS

Ey d=fauk, PUBLIC s granted EXECUTE on o thres,

Fiu/Resommendatons: There is curensy no patch avalishie for Sis varerabilty. However, Orade ofers aco=ss
contoi features that can be configared to eiminate or reduce the isk

posed by this [ssue.

Revoking EXECUTE privieges on B vinerabie packages i the most effective means Io protect your systerss
First, revole execufe privileges froe PUBLIC, then perfor a

User Rignis Review scam o determine ® any users can 58l EXECUTE the vunerable packages. Revoke any
privieges on feese packages fhad ars ot stdcly regquired o

periorm job fomctions,

Forthose croumstances where dalabase users of miss mast be granted EXECUTE rights on e vuirerabie
DEMS_JAVA packsges, Wi recommand monsonng the use of thase

packages using DbProtect's Audit & Thr=at kManage ment module 0 Ensune RO EXpicis are attemphed.

The folowing scripts can be used bo REVOKE privileges on the vainerable packages from FUBLIC. However,
Defone Eyerutng thess soriphs on & procducion Syssem be surs 1o

\=st the changes to ensure they do not cause funcional issues wish applications using the databaze.

REVDHKE EXECUTE on SYE.DEMI_IAVA from FUBLIC;
REVOHKE EXSCUTE an 8YE.DEMI_IAVA_TEST from PUBLI;
REVOHKE EXECUTE on SYE.DEME_IVM_EXS_FERME from FUBLIC
Visinarabiiy Datatc:

(001 1=FUBLIC) [Dol2=DEME_JAVA_TEET} (tol3=EXECUTE)

(e0d S=FUELIC] [col2=DEME_JVM_EXE_FERMI) (col3=EXECUTE)
(coi 1=FUBLIC) [col2=DEME_JAVA] col3=EXECUTE)

Kumber of Vuinembiitties Found For Cheok: :]

Review the Audit Results for each Oracle database scanned

6) To understand which users and roles have EXECUTE privilege on each of the Oracle JAVA
packages, you can run a User Rights Review scan on each of the Oracle databases identified as
vulnerable using AppDetectivePro. Contact your Account Manager for more details.



