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Understanding Your Risk to the Zero-Day Privilege Escalation Oracle
JAVA Packages Vulnerability Using AppDetectivePro




1) Download the Privilege Escalation in Oracle JAVA Packages audit policy from the following link

and save it to a file directory:

e http://www.appsecinc.com/resources/alerts/oracle/2010-

DBMS JVM EXP_ PERMS.shtml

2) Unzip the PrivilegeEscalationOracleJava.zip file.

3) Open AppDetectivePro and launch the Policy Editor to import the policy. Click on the Import

Policy tab and click on the Set Import File button. Browse to the file directory where you saved
the PrivilegeEscalationOracleJava.abd file. Select this file and click Open. Select the Privilege

Escalation in Oracle JAVA Packages and click on Import. This will import the file and make it

available for use when running an Audit.
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4) Open an existing session or start a new session. Run a discovery for your Oracle databases or
use your already discovered databases in the session. On all Oracle databases version 10g or
greater, run an Audit using the Privilege Escalation in Oracle JAVA Packages policy you just
imported.
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Run an Audit using the Privilege Escalation in Oracle JAVA Packages policy

5) Review the results from the Audit. The Audit results from the policy will identify for each Oracle
databases scanned if it is vulnerable. The policy will identify if the EXECUTE privilege on each of
the vulnerable JAVA packages is granted to PUBLIC.
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SELECT GRANTEE, TABLE_NAME, PRIVILEGE FROM SYS.DBA_TAB_PRIVS
WHERE privilege ="EXECUTE’ AND grantee = 'PUBLIC’ AND table_name in
(DBMS_JAVA', 'DBMS_JAVA_TEST, 'DBMS_JVM_EXP_PERMS’)
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Overview A Privilege Escalation vulnerability has been announced by a security researcher that allows an attacker to take complete control of
an Oracle database system. Three
packages related to JAurorad - Oracle’s JAVA system are vulnerable, all of which are by default accessible to any user in the
database. There is currently no patch
available to correct this issue, however Oracle offers access control features that can easily be configured to eliminate or reduce
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Review the Audit Results for each Oracle database scanned



6) Next run a User Rights Review scan against each of the Oracle databases that have been
identified as vulnerable from running the Audit.
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Run User Rights Review scans on each Oracle database found vulnerable from the Audit

7) For each Oracle database reviewed, run an Object Access User Rights Review report. You will

be prompted to select the Objects you want to report on. Select the following Objects (use CTRL-
click for multiple selection):

e SYS.DBMS_JAVA
e SYS.DBMS_JAVA TEST
SYS.DBMS_JVM_EXP_PERMS

Run an Object Access User Rights Review Report Multi-Select each Object to report on




